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B kadectBe wHcTOYHHMKA Yrpo3 HH(OPMALMOHHOW O€30IMaCHOCTH MOXKET BBICTYIATh
4eJIOBEK JIMOO TpyIna JIoJed, a TakkKe HEeKUe, HE3aBUCSIINE OT JAESTeIbHOCTH YelIOBEKa,
nposiBiieHus. IcXos U3 3TOro, BCe HICTOYHUKHU YTPO3 MOMKHO PA3AEIUTh HA TPU TPYIIIIHL:
1. YenoBeueckuit daktop. JlaHHas Tpymnma yrpo3 cCBs3aHa C JCHUCTBUIMH
YEJI0BEKA, UMEIOIIET0 CAaHKIMOHUPOBAHHBIM WJIM HECAHKIMOHUPOBAHHBIA JTOCTYH K
uHopMarmm.
YTrpo3bl 3TOM rpynmbl MOKHO Pa3eInuTh Ha:
® BHEUIHWE, K HHM OTHOCSTCS JIEUCTBHUS KUOEP-NIPECTYIHUKOB, XaKEpPOB,
MHTEPHET-MOLIEHHUKOB, HEJOOPOCOBECTHBIX IMAPTHEPOB, KPHUMHHAIBHBIX
CTPYKTYD;

® BHYTPEHHHE, K HUM OTHOCATCA JEHCTBHS MEpCOHAjIa KOMIIAHUM, a TaKkKe
MOJIb30BATENIEN JOMAITHUX KOMITBIOTEPOB. [[eWCTBUSA JAaHHBIX JIOJECA MOTYT
OBITh KaK YMBIIUICHHBIMH, TaK U CTy4YalHBIMHU.

2. Texuuueckuii dakrop. DTa Trpynmna yrpo3 CBsi3aHa € TEXHUYECKUMU
npobsieMaMn — (U3MYECKOE U MOPAJIBHOE YCTapeBaHHE HCIOJIb3YIOIIETroCs
000py10BaHUs, HEKAYECTBEHHBIE MPOTpaMMHBIC W ammapaTHbIE CpPeACcTBa 0OpabOTKU
uHpopmanuu. Bce 3TO NpuUBOAUT K OTKazy OOOpYAOBaHUS M 3a4acTyl IOTEpPHU
uH(popmanuu.

3. CruxwmiiHblii ¢daktop. OTa Trpynma yrpo3 BKIOYaeT B ceOsS MpUPOIHBIC
KAaTaKJIU3Mbl, CTUXHUHbIE O€ACTBUS M Npoure (OpCc-MAKOPHBIE OOCTOATENHCTBA,
HE3aBUCALIUE OT AEATEIBHOCTH JIIOJIEH.

Bce Tpu ncrouHuka yrpo3 HEOOXOAMMO 00s3aTENbHO YUYMUTHIBATh MpPHU pa3pabOTKe
CUCTEMBI 3alIUThl HHPOPMAIIMOHHOM 0€3011aCHOCTH.

Pa3BuTHE COBpPEMEHHBIX KOMIBIOTEPHBIX TEXHOJOTUM W CPEICTB CBS3M JIa€T
BO3MOKHOCTb 3JI0yMBIIIECHHUKAM UCIIOJIb30BaTh pa3InyYHbIC UCTOYHUKH
pacnpocTpaHEHUs yrpos.

HNurTepHer

I'mobanbHast cerb HMHTEepHET yHHUKajdbHA TEM, UYTO HE SBJSIETCS YbEU-TO
COOCTBEHHOCTBIO U HE UMEET TEPPUTOPHABHBIX I'PAHUL. DTO BO MHOTOM CIIOCOOCTBYET
Pa3BUTHUIO MHOTOYHMCIIEHHBIX BeO-pecypcoB M oOMeHy wuHpopmanueit. Ceiyac 1000
YeJI0OBEK MOKET MOJYYHTh JOCTYN K JaHHBIM, XpaHsSmmMmcs B VHTepHeTe, WiIu CO3/aTh
CBOM COOCTBEHHBIN BeO-pecypc.

OpgHako  3TH  Ke  OCOOEHHOCTH  rJ00aJbHOM  CeTM  NPEIOCTaBISIOT
3JI0YMBIIUJIEHHUKAM BO3MOYKHOCTb COBEpUICHHs NpecTyrieHuil B HTepHeTe, pu 3TOM
3aTpyHss UX OOHApYyKEHUE U HaKa3aHHe.

370yMBIIIIEHHUKN pa3MelaloT BUPYChl M IPYrHMe€ BPEIOHOCHBIE MPOTrpaMMbl Ha
BeO-pecypcax, "MacKupyIoT" X MO/l MOJIE3HOE M OeCIIaTHOE IPOrPaMMHOE 00ECTICUCHHE.
Kpome Toro, ckpunThl, aBTOMAaTHYECKH 3alycKaeMmble NPU OTKPHITUH BEO-CTPaHUIIBL,
MOTYT BBIMIOJIHATH BPEIOHOCHBIE JIEHCTBUS Ha BallleM KOMIIBIOTEpE, BKJIIOUas W3MEHEHUE
CHUCTEMHOTI'0 peecTpa, Kpaxky JIMUHBIX JaHHBIX U YCTAHOBKY BPEIOHOCHOTO MPOrPaMMHOTO
oOecreyeHusl.

Hcnonb3yst ceTeBble TEXHOJOTUH, 3JIOYMBINIUICHHUKA pEaTu3yloT aTaku Ha
y/aJICHHbIE YaCTHBIE KOMIIBIOTEPHI U cEpBEpa KOMIMaHUU. Pe3ynbTaToM TaKuX aTak MOXKET
ABJISITHCSL BBIBEJIEHUE PEcypca M3 CTpOs, MOJy4YEeHHE MOJHOro AOCTyna K pecypey, a,



CJIeIoOBaTeNbHO, K MH(pOpMAIUY, XpAHIIIEMCs] Ha HEM, UCTIOIh30BaHNE Pecypca Kak 4acTu
30MOH-CETH.

B cBsI3U ¢ MOSIBIICHHEM KPEAUTHBIX KapT, SJICKTPOHHBIX JICHET U BO3MOXKHOCTBIO UX
UCIIOJIb30BaHusl 4epe3 MHTepHeT (MHTEPHET-Mara3uHbl, ayKIMOHBI, IICPCOHAILHBIC
CTpaHMIIBI OaHKOB MW T.I.) HHTCPHET-MOUICHHUYCCTBO CTaJl0 OJHUM U3 HamOoliee
pacpoCTpaHEHHBIX MPECTYIICHUH.

HNurpaner

WNHTpaHeT — 3TO BHYTPEHHSS CETh, CHELMAIBHO pa3paboTaHHasi JJIs yNpaBICHUS
uHbopMaIuell BHYTpH KOMIAHUHM WJIM, HaIpUMep, YacTHOW gomainHei cetu. MHTpaHer
SBJIACTCS €IMHBIM MPOCTPAHCTBOM JUIsl XpaHEHHs, OOMEHa U J0CTyIa K uHpopmamu ass
BCEX KOMITIbIOTEpOB ceTu. [loaTomy, ecnu KakoH-InOO M3 KOMIIBIOTEPOB CETH 3apakeH,
OCTAJIbHBIE KOMITBIOTEPHI MOABEPratOTCsl OTPOMHOMY PHCKY 3apaxkeHus. Bo mz0exanue
BO3HUKHOBEHUS TAaKUX CUTyalluil HEOOXOAMMO 3alllMIIATh HE TOJBKO IEPUMETP CETH, HO U
KK OTACJIBHBIN KOMITBIOTED.

JJIEeKTPOHHAA MOYTa

Hanuunie noyToBBIX MPUIOKEHUN MPAKTUYECKHA HA KaKIOM KOMIIBIOTEPE, a TAKXKE
TO, YTO BPEIOHOCHBIE MPOTPAMMBbI MOJTHOCTBIO HCIOJB3YIOT COAEPKUMOE AJIEKTPOHHBIX
aZipeCHBIX KHUT JJIs BBISIBICHUS HOBBIX JKEPTB, 00€CIEUMBACT OJIArONPUSTHBIE YCIOBUS
JUISL  paclpoCTpaHEHUss BPEAOHOCHBIX nporpamm. Ilomp3oBarens — 3apa)X€HHOTO
KOMITBIOTEPA, CaM TOrO0 HE MOJO03PEBasl, PacChUIACT 3apa)KEHHbIE IMHCbMa ajpecaram,
KOTOpPBIE B CBOK O4YEpEIb OTIPABIISIIOT HOBBIE 3apa)kK€HHble nucbMa M T.1. Hepenku
Clly4ad, KOr/ia 3apaXeHHbIN (aiyi-qOKyMEHT 0 PUYMHE HEJOCMOTpa MONalaeT B CUCKU
PAaCCBUIKM KOMMepYeCcKol MHpOpMaluu Kakoi-1nbo KpynHoil koMmnanuu. B aTom ciydae
CTpalaloT HE MsITh, @ COTHU WJIM JAXE ThICSYM AOOHEHTOB TAKUX PACCBUIOK, KOTOpPbIE
3aTeM pa3oIUIIOT 3apakeHHbIE (aiibl AecsATKaM ThIcs4aM CBOMX a0OHEHTOB. [lomumo
yIrpo3bl MPOHUKHOBEHMSI BPEIOHOCHBIX MPOrpaMM CYLIECTBYIOT MpoOjemMa BHEIIHEH
HEeXeJaTeJIbHON MOUThl PEKIIAMHOI0 Xapakrepa (cnama). He sBisisick MCTOUHUKOM NPSMOUN
yIpo3bl, HEXKENATEIbHAs KOPPECTIOHAEHIMS YBEIMYMBAET HArPy3Ky Ha MOYTOBBIE CEPBEPA,
CO3JaeT JIONOJIHUTEIbHBIN TpaduK, 3aCOpSET MOYTOBBIN SIIMK IMOJIB30BATENs, BEAET K
noTepe pabovyero BpeMEHU U TEM CaMbIM HAHOCUT 3HAYUTENbHBIA (PUHAHCOBBIN YPOH.
Takke Ba)KHO OTMETHUTH, YTO 3JIOYMBIIIJIEHHUKH CTAJIM UCIOJIb30BaTh TaK Ha3bIBAEMbIC
CIIAMEPCKHE TEXHOJIOTMM MAacCOBOTO PACHpOCTPAHEHUS M METOJbl  COLMAIIBHOIO
MH)XMHUPUHTA, YTOOBI 3aCTaBUTh MOJIb30BATENSI OTKPHITH MUCHMO, NIEPEUTH IO CCBHUIKE U3
NMCbMa Ha HEKWH HWHTEpHET-pecypc M T.aI. M3 3TOro ciemgyer, 4ro BO3MOXKHOCTH
¢unbTpanMM criaMa BaXkKHbl HE TOJIBKO caMu 1Mo cebe, HO W Uil MPOTUBOACHCTBUS
HEKOTOPHIM HOBBIM BHJaM HMHTEPHETMOIICHHUYECTBA (HAMpUMep, (UIIMHTY), a TaKXKe
pacpoCTpaHEHHUIO BPEJOHOCHBIX MPOTPAMM.

CbemHble HocuTe M MHGOpMATUT
CbeMHbIE HOCUTENN — JUCKH, (PIIeII-KapThl — LIUPOKO UCTIOIB3YIOTCA JIJISl XpaHEHUS
U niepeiayu uHGOopMaIi.



[Ipu 3amycke (aiina, comepxaiiero BpeAOHOCHBII KO/, CO CheMHOI'0 HOCHTEIS BbI
MOJKETE T[OBPEINUTh JIaHHbIE, XpaHALIMECS Ha BallleM KOMIBIOTEpE, a TaKkKe
pacnpoCTpaHUTh BUPYC HA JPYTHE JUCKU KOMIBIOTEPA UM KOMITBIOTEPHI CETH.

Buasl yrpos.

Yepsu (Worms)

JlaHHast KaTeropusi BPEJOHOCHBIX MPOTpaMM Ul PAcpOCTPAHEHMs HCIIOJIb3YET B
OCHOBHOM YSI3BUMOCTH OIEpAallMOHHBIX cucTeM. Has3BaHue 3TOro kimacca ObUIO JaHO
UCXO/Is U3 CIOCOOHOCTH YepBel "Mepenon3atTs’ ¢ KOMIBIOTEPA Ha KOMIBIOTEP, HCIOIB3YS
CETH, SJICKTPOHHYIO TIOUTY U Apyrue HHPOpMaIMOHHbIe KaHaIbl. Takke Oiaronaps 3 ToMy
MHOTHE YepBU O0O0JAJAIOT JOCTATOYHO BBICOKOM CKOPOCTBIO pacmpocTpaHeHus. YepsBu
NPOHUKAIOT Ha KOMIBIOTEP, BBIYMCISAIOT CETEBBIE ajpeca APYTUX KOMIBIOTEPOB U
pacchUIalOT MO OJTUM ajpecaM CBOM Komuu. [loMMMO CeTeBBIX aJIpecoB dYacTo
UCTIONB3YIOTCSl JTaHHBIE aJ[peCHOM KHHUTW IOYTOBBIX KIHMEHTOB. llpencraBuTenu 3TOro
KJ1acca BpPEJJOHOCHBIX IPOTrpamMM MHOT'/Ia CO3/1at0T paboune (ailsbpl Ha AUCKaX CUCTEMBI, HO
MOTyT BOOOIIIE HE 0OpalaThCsi K pecypcaM KOMIBbIOTEPA (32 UCKIIOUEHUEM OIEepaTUBHON
MaMSITH).

Bupycs! (Viruses)

[IporpaMMbl, KOTOpBIE 3apa)karoT APYTrHUe MPOrpaMMbl — JOOABJSIOT B HUX CBOM
KOJ, 4TOOBl MOJYYUTh YIPaBICHHE IpPHU 3alyCKe 3apa)K€HHbIX (QailioB. DTO mpoctoe
oTpesieNieHUE JaeT BO3MOKHOCTh BBISIBUTH OCHOBHOE JICHCTBHE, BBIIIOJIHIEMOE BUPYCOM —

3apasicenue.
Tpostackue mporpammsbl (Trojans)
[Tporpammpi, KOTOPBIC BBITIOJIHSIOT Ha MopakaeMbIX KOMIThIOTEpax

HECAaHKIIMOHUPOBAHHBIE T0Jb30BATEIEM JIEUCTBUS, T.€. B 3aBUCHMOCTU OT KAaKUX-JIHOO
YCJIOBUM YHUUTOXAIOT MH(OpMalMIO Ha JUCKaX, MPUBOASAT CUCTEMY K '"3aBHCAHUIO",
BOPYIOT KOH(UAEHIHATIbHYI0 UHGpopMmauioo U T.J. [laHHBIM Kilacc BpeAOHOCHBIX
MpOrpaMM HE SBJISIETCS BUPYCOM B TPAAUIIMOHHOM MOHUMAHHMH 3TOr0 TEpMHHA (T.€. HE
3apakaeT Jpyrue NporpaMMbl WIM JaHHBIC); TPOSHCKHE MPOrpaMMbl HE CIOCOOHBI
CaMOCTOATENIbHO MTPOHUKATh HA KOMIIBIOTEPHI U PACIIPOCTPAHSIIOTCS 3J10YMBIIIIIEHHUKaAMU
o1 BUJ0M "moJie3Horo" nmporpaMMmHoro odecrniedeHusi. [Ipu a3Tom Bpesl, HAHOCUMBIN UMH,
MOET BO MHOT'O pa3 NPeBbIIaTh NOTEPH OT TPAAUILIMOHHON BUPYCHOM aTaku.

B mnocnennee Bpemsi HamOoJiee pacpOCTpaHEHHBIMH THIIAMHU BPETOHOCHBIX IPOrPaMM,
NOPTAIIMMUA KOMIBIOTEPHBIE JaHHbIC, CTadu 4YepBH. Jlamee Mo pacnpoCTpaHEHHOCTH
CIEeNyIOT BHUPYCbl M TPOSHCKHE Iporpammbl. HeKoTopble BpeIOHOCHBIE MPOTPaMMBI
COBMEUIAIOT B ce0€ XapaKTePUCTUKHU JBYX WM JaXKEe TPEX W3 MEPEUUCICHHBIX BBIILIE
KJIACCOB.

IIporpammei-peknamsel (Adware)

[IporpamMmHBbIil KOJ, 0€3 BeAOMa IMOJb30BaTeNs BKIIOYEHHBIH B MPOTrPaMMHOE
ofOecrieueHrne C 1EJIbI0 JIEMOHCTpallMM peKJIaMHbIX o0bsBiaeHuil. Kak mnpasuio,
IporpaMMbI-peKiaMbl BCTPOEHBI B MPOrpaMMHOE oOecredeHue, pachpoCTpPaHsIOIIEecs
oecruiatHo. Pexnama pacmomaraercs B pabodyem wuHTepdeiice. 3adacTyio JdaHHBIC
POrpaMMbl TaK)K€ COOMPAIOT U TEPENPABISIIOT CBOEMY pa3pabOTUMKy IMEPCOHAIBHYIO
uH(OPMAITUIO O TTOJIH30BATENE, U3MEHSIOT Pa3IUYHbIC MapaMeTphl Opay3epa (CTapTOBBIE U
NOUCKOBBIE  CTpPaHMIIBI, YPOBHHM Oe€30MacHOCTM H T.J.), a TaKXkKe CO3Jar0T




HEKOHTPOJUPYEMBIH Tonb30BaTeaeM Tpaduk. Bce 5TO MOXET mNpuUBECTH Kak K
HapYLIEHUIO MOJUTUKN O€30MaCHOCTH, TaK U K MPSIMbIM (DPUHAHCOBBIM MOTEPSIM.

[IporpamMMbI-IINKUOHBI (Spyware)

[IporpammHuoe oOecrieueHue, MO3BOJISIONIEE COOUPATh CBEJIEHUS 00 OTAEIBHO B3SITOM
MOJIb30BATEJIC€ WM OpraHu3anuud 6e3 ux Begoma. O HaIMYMM MPOTPAMM-IIITUOHOB Ha
CBOEM KOMIIBIOTEPE Bbl MOJKETE M HE JoraabiBaThcsa. Kak mpaBuiio, LEIbI0 MporpaMm-
HINTMOHOB SIBJISIETCSL:

+  OTCIIC)KMBAHUE JCHUCTBUU MOJIb30BATENS HA KOMIIBIOTEPE;

« cOop mHpOpMAIMKA O COACP)KAHUM KECTKOTO JWCKA; B 3TOM CIydaeT daile BCEro
peyb UAET O CKAHNPOBAHUU HEKOTOPBIX KATaJOTOB U CUCTEMHOI'O PEECTpa C LEIIbIO
COCTaBJICHUSI ~ CIHCKAa MPOTPAMMHOTO  OOECIIEUEHHMs, YCTAHOBJICHHOTO Ha
KOMIIBIOTEPE;

« cOop uH(pOpMaLIUKU O KAYECTBE CBS3H, CIIOCOOE MOJKIIOUYEHHS, CKOPOCTH MOJIEMa U
T.J.

[MoTeHnManbHO onacHble npuioxkeHus (Riskware)

[IporpamMHOe oOecrieyeHuEe, KOTOpPOE€ HE HMEET KaKOM-IM00 BpEIOHOCHOM
GyHKIIMM, HO MOXET OBbITh HCHOJIb30BAHO 3JIOYMBIIUICHHUKAMU B  KadyeCTBE
BCIIOMOTaTEJIbHBIX KOMIIOHEHTOB BPEIOHOCHOM MPOTrpaMMBbl, IOCKOJIBKY COACPKUT Opeln
u omuOku. [Ipu HEKOTOPBIX YCIOBHSX HAJIW4YME TaKUX MPOrpaMM Ha KOMIIbIOTEpE
MoJABEpracT Ballld JaHHbIE pucKy. K TakuMm mnporpaMmam OTHOCATCS, HampuMmep,
HEKOTOPBIE YTHIUTHI YIAAJIEHHOIO aJMUHUCTPUPOBAHUS, MPOrPaAMMbl aBTOMATHYECKOIO
nepekioueHus: packianku kiaBuatypbsl, IRC-knmentei, FTPcepBepa, BCEBO3MOKHBIE
YTHJIUTHI JJI1 OCTAHOBKHU MPOIIECCOB UM CKPBITHS X PabOTHI.

Euie oqHMM BUIOM BPEIOHOCHBIX MPOTPaMM, SIBJISIOITUMCS OTPAHUYHBIM [T
Takux nporpamm kak Adware, Spyware u Riskware, siBisitoTcs nmporpammel,
BCTPAMBAIOIIMECS B YCTAHOBJICHHBI Ha KOMITBIOTEPE Opay3ep U MepeHanpaBIsIONINe
TpaduK.

[Iporpammel-yTku (Jokes)

[IporpammHuoe obecrieueHue, He MPUUUHAIONIEE KOMIBIOTEPY KaKOro-IM00 MPsiMOro
Bpeda, HO BBIBOJSIIEE COOOIIEHUS O TOM, YTO TaKOH BpeX y>K€ MPHUYMHEH, JIUOo Oyner
OPUYUHEH TpU KaKUXJIHOO ycClIoBUSX. TakWe NporpaMMbl YacTo MPEIyHpeKIaroT
MOJIB30BATENsI O HECYIIECTBYIONIEH OIMACHOCTH, HANpPHUMEP, BBIBOIST COOOIICHHS O
dbopmaTupoBaHUMd JUCKA (XOTS HHUKakoro QopMaTHpoBaHUSI Ha caMoOM Jelie He
MIPOUCXOJIUT), OOHAPYKUBAIOT BUPYCHI B HE3apaAKEHHBIX (aiiyiax u T.1.

[Iporpammel-mackupoBiuku (Rootkit)

YTUIUTBI, WCNONB3yEeMbI€ ISl COKPBITUS BPEAOHOCHOW AaKTHUBHOCTU. OHHU
MAacKUpPYIOT  BpPEJOHOCHBIE  TMPOrpaMMbl, UYTOOBI U30€XkaTh WX  OOHApYKEHUA
AHTUBUPYCHBIMH  TIpOTpaMMaMH. [IporpaMMbI-MacKUPOBIIUKH MOIUDUITUPYIOT
OTIEPAIMOHHYI0 CHCTEMY Ha KOMIIBIOTEPE M 3aMEHSTh OCHOBHBIE €€ (DYHKIIMH, YTOOBI
CKpBITb CBO€ COOCTBEHHOE TIPUCYTCTBUE€ U JICUCTBUSA, KOTOpPbIE MPEIANPUHUMAET
3JIOYMBIIUICHHUK HA 3apaK€HHOM KOMIIBIOTEPE.

[Ipoune onacHble IPOTPAMMBI

[Iporpammel, co3gaHHble Uil opraHu3auuu DoS-atak Ha yJajgeHHBIE cepBepa,
B3JIOMa JIPYTUX KOMIIBIOTEPOB, a TaKXKe SIBJISIONIMECS YacThIO Cpeabl pa3paboTKu




BPEJIOHOCHOTO MPOrpaMMHOTO obecriedueHust. K Takum mporpaMMaM OTHOCSITCS XaKePCKHE
yruiuthbl (Hack Tools), KOHCTpyKTOpBI BUPYCOB, CKaHEPHI YSA3BUMOCTEHN, IPOTrpaMMBbI ISl
B3JIOMa [MapoJield, MpouYrMe BHABI MpOrpamMM Ui B3JIOMa CETEBBIX PECYpCOB WIIU
IIPOHUKHOBEHUS B aTAKyEMYIO CUCTEMY.

XaKkepcKue aTaku

Xakepckue aTaku — OJTO JIEWCTBUS 3JIOYMBIIUICHHUKOB WM BPEIOHOCHBIX
nporpamMM, HallpaBJ€HHbIE Ha 3axBaT MH(POPMALMOHHBIX JAHHBIX  YAAJICHHOIO
KOMIIBIOTEPA, BBIBEACHUE CHUCTEMBbI M3 CTPOS WM TOJYYEHUE TOJHOTO KOHTPOJS Hal
pecypcaMu KOMITbIOTEpA.

HekoTopbie BUIbl HHTEPHET-MOILIEHHHYECTBA

@®umuar _ (Phishing) — BuA HMHTEPHET-MOIIICHHUYECTBA, 3aKIIOYAIOIIMICT B
PAaCCBUIKE AJIEKTPOHHBIX COOOIIEHUN C HENbI0 Kpaxu KoH(UIeHInaIsHON nHbOopMaIi,
KaK MpaBuiio, (UHAHCOBOTO xapakTepa. DUIIMHT-COOOIIECHUS COCTaBISIOTCS TaKUM
o0pa3oM, 4TOObI MaKCUMAaJIbHO MOXOJUTh HAa MH(OpPMALMOHHBIE MHChbMA OT OAHKOBCKHUX
CTPYKTYp, KOMIAaHWH H3BECTHBIX OpeHnoB. [IucbMma comepikaT CChUIKY Ha 3aBEAOMO
JOXHBIA CalT, CHEHHAIbHO MOATOTOBJICHHBIA 3JIOYMBIIJICHHUKAMUA U SBISIOLIUNCS
KOIMEN cailTa OopraHu3alMH, OT SIKOObI MMEHU KOTOPOW MHpHILIO nuckMo. Ha nanHoM
caiiTe TOJIB30BATEINIO MPE/JIaraeTcsl BBECTH, HAIIPUMEP, HOMEP CBOEH KPETUTHOW KapThl U
Ipyryio KoH(puaeHmanbHyo uHpopmMaiuio. [[03BOH Ha MIaTHbIE WHTEPHET-PECYPCHl —
BUJ] MHTEPHET-MOIIIEHHUYECTBA, CBA3AHHBIN C HECAHKIMOHHUPOBAHHBIM HCIOJIH30BAHUEM
IUTATHBIX ~MHTEPHET-pecypcoB (yamie BCEro ATO BeOCAlThl MOpHOTpaduIecKoro
cozepxkaHusl). Y CTaHOBJIEHHbIE 3JIOYMBIIUIEHHUKaMU nporpaMMsel (dialers) HHULIMHPYIOT
MOJIEMHOE COCJMHEHHE C Balller0 KOMIbIOTepa Ha IUIaTHBI Homep. Yarmie Bcero
UCIOJIb3yEMbIE HOMEpPAa HMMEIOT OYE€Hb BBICOKHE Tapu(bl, B pe3ysbTaTe MO0JIb30BATEIh
BBIHY/ICH OIJIAYMBaTh OIPOMHbIE Tele()OHHBIE CUETA.

Haps3uuBasg peksiaMa — 3TO BCIUIBIBAIOIIME OKHA M pEKJIaMHble OaHHEpHI,
OTKpBIBaroIIMecs mpu padbote ¢ BeO-caiitamu. Kak mpaBuiio, mHbopmarius, coepkariasics
B HMX, HE ObIBaeT MoJie3HOM. [leMoHcTpalysl BCIJIBIBAIOIINX OKOH U OAHHEPOB OTBJIEKAET
M0JIb30BAaTENs OT OCHOBHBIX 33/1a4, YBEJIMUMUBAET 00beM TpauKa.

CnmaMm — »9TO aHOHMMHAs MAacCcOBasl pPAacChUIKA HEXENATeIbHBIX IMOYTOBBIX
coobmenuii. Tak, cmamMoM SIBISIOTCSI PACCBUIKH PEKJIAMHOTO, TOJIHTUYECKOTO U
aruTalMOHHOTO XapakTepa, MUChMa, MPU3BIBAIOIINE MTOMOYb KOMY-HHOYAb. OTAENbHYIO
KaTEeropHIo CllaMa COCTaBIISIOT MUChMA C MPEIJIOKEHUSIMI OOHATUYUTD OOJIBIIYI0 CYMMY
JICHEeT WJIM BOBJIEKAIOIINE B (PMHAHCOBBIC MTUPAMUIBI, a TAKXKE MMChMa, HAIIPaBJICHHbBIC Ha
KpaXy maposieii 1 HOMEpOB KPEAWTHBIX KapT, MUChbMa C MPOCHOOH mepeciaTth 3HAKOMBIM
(Hampumep, TUChMa cuyacThsi) M T. M. CmaM CyIIecTBEHHO YBEJIMYMBAET HArpy3Ky Ha
MIOYTOBBIE CEPBEPA U MOBBIIIAET PUCK TOTEPU UHPOPMAIIH, BAKHOM SIS ITOJIb30BATEIIS.




IIpusHaku 3apakeHust
Ectb psin mpu3HAKOB, CBUIETENBCTBYIOIIUX O 3apaXCHUM KOMIIbIOTEpa. Eciau Bbl
3aME€YaeTe, YTO C KOMIIBIOTEPOM MPOUCXOAAT "'CTpaHHbIE" BEIIN, 4 UMEHHO:

Ha DKpaH BBIBOJSTCS HEMPEIyCMOTPEHHBIE COOOIIEHUS, N300pakeHUus JI100
BOCITPOU3BOJIATCS HETPEYCMOTPEHHBIE 3BYKOBBIE CUTHAJIBI;

HEOXKHMJIAaHHO  OTKphIBaeTcss U 3akpbiBaercs Jjorok CD/DVD-ROM-
YCTPOWCTBA;

MPOU3BOJIbHO, O€3 Balllero y4acTHs, Ha BallleM KOMIIbIOTEPE 3alyCKaroTCs
KaKue-JI100 MporpaMMbl;

Ha 9KpaH BBIBOASTCS MPEAYNPEKACHHUS O MONBITKE KAaKOH-THO0 U3 MpOrpaMm
Balllero KOMIbIOTEpPa BBIMTH B MHTEPHET, XOTS Bbl HUKAK HE WHUIMHUPOBAIU
Takoe ee TMOBEJCHHE, TO, C OOJBIIONH CTENEHbIO BEPOSTHOCTH, MOXKHO
MIPEANOJIOKUTh, YTO Balll KOMITBIOTED MTOPAKEH BHPYCOM.

Kpome Toro, ectb HEKOTOpbIE XapaKTEPHbIE TPU3HAKH MOPAKEHUS] BUPYCOM Yepe3

MOYTY:
[

JPY3bsl WU 3HAKOMBIE TOBOPSAT BaM O COOOIICHHSIX OT Bac, KOTOpPHIC BBl HE
OTIPABJISIIY;

B BallleM IMOYTOBOM SIIHUKE HAXOAUTCS OOJIBIIIOE KOJIUIECTBO COOOIIEHNN 0€e3
o0paTHOTO ajipeca U 3arojioBKa.

CieyeT OTMETUTD, YTO HE BCETJA TAKHE MPU3HAKU BBI3BIBAIOTCS PUCYTCTBUEM
BHUpYycOB. MIHOT/1a OHU MOTYT OBITh CJEICTBHEM APYrux npuunH. Hanpumep, B ciyyae ¢
MOYTOM 3apaK€HHbIE COOOIEHUS MOTYT PAacChUIAThCS C BAlllUM OOpaTHBIM aJIpECOM, HO HE
C BallIEr0 KOMIIBIOTEpA.

EcTb Taxke KOCBEHHBIE IPU3HAKY 3apAKEHUS BALLIETO KOMIIbIOTEpa:

YacThIe 3aBUCAHUS U COOU B pabOTE KOMITHIOTEPA;

MeJyIeHHasi padoTa KOMIIbIOTEpa MPH 3aIyCKe IPOrpaMMm;

HEBO3MOKHOCTb 3arpy3KH ONEPallHOHHON CUCTEMBI;

MCYE3HOBEHUE (DAMIIOB M KaTaJOr0B MM UCKAXKEHUE UX COACPKUMOTO;
yacToe OOpallleHue K IMKECTKOMY JHCKY (4acTO MHraer JamIoyka Ha
CHUCTEMHOM OJIOKE);

BeO-Opay3ep (Hanmpumep, Microsoft Internet Explorer) "3aBucaetr" wnu Bener
ce0s1 HEOXKHUJIaHHBIM 00pa3oM (HampuMep, OKHO MPOrpaMMbl HEBO3MOXKHO
3aKkpbITh). B 90% ciyyaeB Hajamune KOCBEHHBIX CUMIITOMOB BbI3BAHO COOEM B
anmnapaTHOM WUJIM MPOTrpaMMHOM 00€CIIEYEHUH.

Yo nenaTh NpH HAJIUYUM NPU3HAKOB 3apasKeHust
Ecnu BBI 3amMeTuim, 4To Baill KOMIBIOTEP "BeACT CeOs MOI03PUTEIIBHO":

OTKIJIIOYUTE KOMIIBIOTEP OT MHTEPHETA U JIOKAJIBHOM CETH, €CJIM OH K HEeM ObLI
MOJKITFOYEH.

Ecau cumnToM 3apaxxeHusi COCTOUMT B TOM, YTO Bbl HE MOXKETE 3arpy3UThCS C
KECTKOTO JUCKa KOMITbIOTEPa (KOMITHIOTEP BBIJAET OIIMOKY, KOTJa BBl €r0
BKJIFOYAETE), MOMPOOYNTE 3arpy3UThCsl B PEKUME 3aMUTHI OT COOEB WJIHU C



JMCKa aBapuitHOM 3arpy3ku Microsoft Windows, KOTOpbIii BBl CO3/1aBau TIPH
YCTaHOBKE OTIEPAIMOHHON CHCTEMbI Ha KOMIIBIOTED.

o [lIpexnae yeMm mpeanpUHUMATh KaKue-Tiu00 MEHCTBUS, COXpAaHUTE PE3yTbTaThl
Bamei paboThl Ha BHEIIHUNA HOcuTenb (nuckety, CD-nuck, ¢uem-kapty u
np.).

e VYCTaHOBHUTE aHTUBUPYCHYIO MPOTPaMMYy, €CJIHM BBI 3TOTO €Ile HE ClIeTalu.

e (OOHOBHUTE CHTHATYpy yrpo3 mporpammbl. Eciam 3TO BO3MOXKHO, IS WX
MOJyYeHUs] BBIXOAWTE B MHTCPHET HE CO CBOETO KOMITBIOTEpa, a C
HE3apaKEHHOTO KOMITbIOTEepa Jpy3el, MHTepHeT-Kade, ¢ padothl. Jlydiie
BOCTIOJIB30BAThCS JAPYTUM KOMITBIOTEPOM, TIOCKOJIBKY TPU MOAKIIOYCHUU K
UHTEPHETY C 3apaXCHHOTO KOMITBIOTEpa €CTh BEPOSTHOCTh OTIPABKU
BUPYCOM BaXHOW WH(GOPMAIIMU 3JIOYMBIIIICHHUKAM WA PaclpOCTPaHEHHUS
BUpyca IO ajapecaM Baiied aapecHOd KHUTU. VIMEHHO mMOATOMYy MpHU
MOJIO3PEHHUH Ha 3apakeHHUeE JIy4llle BCEro Cpa3y OTKIIOUUTHCSA OT MHTEPHETA.

e 3amycTUTE TOJHYIO TPOBEPKY KOMIThIOTEPA

Ipopuniaakruka 3apaxenus

Hukakue caMbple HaJeXHbIE M pa3yMHbIE MEpbl HE CMOTYT O0OECIEYUThH
CTONPOLEHTHYIO 3allUTy OT KOMIIBIOTEPHBIX BHPYCOB M TPOSIHCKHX IPOrPaMM, HO,
BbIpaboTaB [Uisl ce0si psii MpaBWil, Bbl CYLIECTBEHHO CHU3UTE BEPOSATHOCTb BHPYCHOM
aTakl M CTENEHb BO3MOXHOTro ymepba. OJIHUM M3 OCHOBHBIX METOAOB OOpBOBI C
BUpYCaMU SBJIIETCS CBOEBpeMeHHas npoduiakTuka. KommnbpiorepHas mnpouiakTHKa
COCTOMT M3 HEOOJBIIOTO KOJMYECTBA MPaBUJI, COOJIOJEHHE KOTOPBIX 3HAUYUTEIBHO
CHUKAET BEPOATHOCTD 3apaKEHUSI BUPYCOM U MOTEPH KAKUX-THUOO JaHHBIX.

Hwuxe nepednciieHbl OCHOBHBIE NpaBWiia O€30MACHOCTH, BBINOJHEHUE KOTOPBIX
MO3BOJIMUT U30€eraTh BUPYCHBIX aTak.

[IpaBuno Nel: 3ammTHTE KOMIIBIOTEP C MOMOUIBIO AHTHUBUPYCHBIX MPOrpaMM H
nporpamMm Oe3omnacHoi paboThl B UHTEpHETE. {7151 3TOTO:

e be3oTnarareiibHO YCTAaHOBUTE aHTUBUPYCHYIO MPOrPaMMY.

e PerynspHo 0OHOBJISITE CUTHATYPBI YIPO3, BXOJSIIME B COCTAB MPOTrPAMMBI.

[IpaBusio No2: OyabTe OCTOPOXKHBI IPU 3aMCH HOBBIX IaHHBIX HA KOMITbIOTEP:

e [IpoBepsiiTe Ha NPUCYTCTBUE BUPYCOB BCE ChEMHbIE NUCKHU (auckeTbl, CD-
TUCKH, (DIIeI-KapThl U IIp.) NEPe UX UCIOJIb30BaHUEM.

e OctopoxHO oOpaiaiTech ¢ TOYTOBBIMH cooOmeHussMU. He 3amyckaiite
HUKaKUX (pailyioB, MpUIIEAIINX MO MOYTE, €CIU Bbl HE YBEPEHbI, YTO OHU
JAEHUCTBUTENBHO JOJKHBI ObUIM MPUNUTH K BaM, JIaXKe €CJIM OHU OTIPAaBIIEHBI
BallUMU 3HAKOMBIMH.

e BHHUMaTenbHO OTHOCUTECH K MH(OpMaInK, moaydyaeMol u3 uarepHera. Ecnu
C Kakoro-i1nbo BeO-caiiTa BaM Mpejjiaraercs yCTaHOBUTh HOBYIO MPOrpamMmy,
oOpaTuTe BHUMaHHUE HA HAJTUYKME y Hee cepTrudurkaTa 6€30MacHOCTH.

e FEciu Bbl KONUPYETE U3 UHTEPHETA UITK JIOKAIBHOW CEeTH UCTIOJIHsAEMbIN (aill,
00513aTeIFHO MPOBEPHTE €T0 C MOMOIIBI0 AaHTUBUPYCHON MPOTPaMMBI.




e BHHUMAaTeIbHO OTHOCUTECH K BBIOOPY MMOCENIAEMBIX BAMH UHTEPHET-PECYPCOB.
Hekotopsle #3 callTOB 3apaxeHbl OMACHBIMU CKPUIT-BUPYyCAMHU WIIU
UHTEPHET-YEPBSIMHU.

[IpaBuno Ne3: monb3yiitech cepBucom Windows Update wu  peryinspHo
yCTaHaBJIMBalTe 0OHOBIIEHUS onlepaliMoHHOM cuctembl Microsoft Windows.

[IpaBuno Ne4: mokynaiTe AUCTPUOYTHUBHBIE KOMUU MPOrPAMMHOIO OOECIEYEHUsS y
O(QHIMATBEHBIX TPOIABIIOB.

[IpaBmiio No5: orpanuubTe Kpyr JIOAEH, MOMYIIEHHBIX K paboTe Ha BalleM
KOMITBIOTEPE.

[IpaBuno Ne6: yMEHbIIMTE PHUCK HENPUATHBIX MOCIEICTBUNA BO3MOXHOIO
3apaKeHU:

e (CBOEBpPEMEHHO JIeJIaliTe PE3ePBHOE KOMUPOBAHUE JIAHHBIX.

e (CoznmaliTe JAMCK aBapUHOTO  BOCCTAHOBJIIEHHUS, C  KOTOpPOro  MpHU
HEOOXOJAMMOCTH MOXHO OyAeT 3arpy3uThCs, HCHOJB3Yd 'YHCTYIO"
ONEPALUOHHYIO CUCTEMY.

[IpaBumo Ne 7: perysisspHO mpOCMaTPUBANTE CHMCOK YCTAHOBICHHBIX MPOTpaMM Ha
BalieM KommbloTepe. i1 3TOro BBl  MOXETE  BOCIOJIB30BaThCS  MYHKTOM
VYcranoBka/ynanenue nporpaMMm B [laHenum MHCTPYMEHTOB WM MPOCTO MHPOCMOTPETH
conepxumoe katanora Program Files, karanora aBro3zarpysku.

OcCHOBHbBIE AHTUBUPYCHBIE TPOTPAMMBL:

Norton Antivirus
Dr. Web

Kaspersky Antivirus
NOD 32

Mc Afee

Panda Antivirus

ok wnE



